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FEATURE

performance. It includes a DMZ port
for local email and Web servers,
installs easily and is managed via a
convenient Web interface. The
FortiGate 100 is a member of the

FortiGate family, which scales to meet a

The FortiGate-100 NPG addresses small office

applications that require extra

range of requirements, from small business or
branch offices through large enterprises and
service providers.

Antivirus Protection

ICSA Labs Certified

Virus and Worm Protection: Detects and eliminates
100% of the viruses and worms that infect today’s
networks, in real-time. Scans incoming and outgoing
email attachments (SMTP, POP3, IMAP) and all HTTP
traffic-including Web-based email — without degrading
Web performance.

AV-VPN: Eliminates viruses and worms from VPN tunnels,
preventing infection by remote users and partners.

Web Content Filtering

Processes all Web content to block inappropriate
materials and malicious scripts.

Web Content Filtering: URL and keyword pattern
matching to block access to Web sites and Web pages.
Exempt List: Allows administrators to designate specific
sites that will not be blocked regardless of other URL or
keyword blocks.

Script Filtering: Blocks Web plug-ins such as ActiveX,
Java Applets, and Cookies.

Firewall

Industry standard stateful inspection firewall. Intuitive
design enables easy-to-configure policies.

Modes of Operation: Network Address Translation,
Transparent, Port Address Translation, and Route Mode.
User Authentication:

Internal database for user authentication.

BREAK THE

CONTENT

PROCESSING

orRrTIEATE.

The FortiGate™ The FortiGate™ line of Network Protection Gateways (NPGs) is a series of dedicated,
hardware-based units that deliver complete network protection services deployed at the network
edge. Based on Fortinet’s ABACAS™ technology and FortiASIC™ Content Processors, the FortiGate
series breaks the Content Processing Barrier, providing the only systems with real-time, ASIC-based
protection against viruses, worms, and other content-based threats — along with content filtering,
firewall, VPN, intrusion detection, and traffic shaping functions. The FortiGate Series provides the most
cost effective, convenient, and powerful network protection solutions available for detecting and
defeating attacks, preventing misuse, and improving the quality of key network a pplications.
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Services: Supports over 20 standard services such

as FTP and HTTP. Supports user-defined services

and service groups.

Policy Schedules: Allows for creation of one-time

and recurring schedules, and schedule by time of
day, week, or month.

Virtual IP Mapping: Maps public IP addresses

to servers on the internal and DMZ networks for secure
public access.

IP/MAC binding: Automatically binds a host IP address
with its unique MAC address to prevent IP spoofing.
Traffic Shaping: Allows administrators to define
bandwidth limits and assign priorities to specific
firewall policies.

Antivirus control: Apply antivirus protection to firewall
policies for granular control.

VPN

Industry standard IPSec, PPTP, and L2TP VPNs provide
secure communication between networks and clients.
Internet Key Exchange (IKE):

Auto-Key and Manual Key.

Hardware Accelerated Encryption:

DES, triple-DES, and AES encryption.

Client Pass-through:

IPSec and PPTP client pass-through supported.

Intrusion Detection System
Real-time network-based intrusion detection.
Attack Database: User configurable attack
signature database of over 1,300 attacks allows
for flexible administration.

BARRIER

FOR SMALL OFFICE
APPLICATIONS
THAT REQUIRE
EXTRA
PERFORMANCE

Antivirus

Attack Detection: Detects known DoS and DDoS attacks,
as well as known exploits for the most popular operating
systems and application protocols.

Email Alerts: Sends alerts to up to 3 email addresses
when an attack is detected.

Logging & Reporting

Logs to a remote syslog host or NetlQ WebTrends
Firewall Reporting Center.

Multiple Logs: Traffic, event, and attack logs.
Search Function: All logs searchable by key words,
source, destination, date and time.

Management

Easy-to-use graphical management interface allows for
simple policy administration.

Quick configuration wizard:

One-step initial configuration.

Graphical Interface:

Microsoft Internet Explorer® Web browser interface.
Multi-Language support:

English, Chinese, Japanese, and Korean.

Secure Remote Management: HTTPS connection
to graphical interface. SSH remote connection to
command line interface.

Command Line Interface:

Console or remote connection.







